FRONTLINE TEST SYSTEM™

SETUP AND QUICK START GUIDE

ETHERNET COMPROBE®

05-April-10 300-DOC-ET-001



frontline

Debug Communications Faster!s¥

Copyright © 2000-2010 Frontline Test Equipment, Inc. All rights reserved. You may not reproduce,
transmit, or store on magnetic media any part of this publication in any way without prior written
authorization of Frontline Test Equipment, Inc.

FTS, Frontline, Frontline Test System, and ComProbe are registered trademarks of Frontline Test
Equipment, Inc. FTS4BT is a trademark of Frontline Test Equipment, Inc.

All other trademarks and registered trademarks are property of their respective owners.

05-April-10 300-DOC-ET-001



frontline

Debug Communications Faster! M

Instructions Contained In This Quick Start Guide

This Quick Start Guide contains setup information for using Frontline’s Ethernet ComProbe. The
Ethernet ComProbe works with Frontline’s Ethertest™ software and NetDecoder™ software.

o FTE.COM

frontline

Ethernet ComProbé

Figure 1- Ethernet ComProbe

In order to use the Ethernet ComProbe with either the Netdecoder or Ethertest software, you need
to following these steps;

1. Install the Ethertest or NetDecoder software
2. Install WinPcap

3. Install the drivers for the Ethernet ComProbe
4. Configure the Ethernet ComProbe

This Quick Start Guide contains information on these four steps.
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Minimum System Requirements

*  PC with Windows XP (Service Pack 2 or higher), Windows Vista (32-bit/64-bit) or Windows 7
(32-bit/64-bit)

*  RAM Requirements: 1GB minimum, 2GB recommended
* 50 MB free Hard Disk Space (for the analyzer software)
* One USB 2.0 Port

*  Maximum data rate supported is dependent on PC processor speed and RAM memory
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Introduction

Welcome to Frontline Test Equipment’s Ethernet Comprobe. The Ethernet ComProbe is an
Ethernet tap device that can passively capture Ethernet data without the need for managed
switches and/or making complex changes to network configuration.

Server

Router

Ethernet
ComProbe

Analysis PC

5B Connection

Figure 2 - Ethernet ComProbe Analyzer

As shown in the figure above, the Ethernet ComProbe, aggregates bi-directional traffic on the
Ethernet wire and sends the packets to the analysis PC via USB. The Ethernet ComProbe can be
used with either Ethertest or NetDecoder software analyzer.

We designed the online Help System with complete explanations and easy to use systematic
instructions. Access the online Help by choosing Help Topics from the Help menu, or by pressing
the F1 key on any window.

To access the PDF version of this Quick Start Guide from your Windows operating system, click
Start | Programs | Frontline [Ethertest or NetDecoder] [version#] | Set up | Ethernet ComProbe Quick
Start Guide
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Installation Instructions

Software Installation (Ethertest or NetDecoder)

The Ethernet ComProbe can be used with either Ethertest or NetDecoder. Please refer to the
installation and activation instructions in Installing, Activating, and Managing Frontline Test
System (FTS) Products in the installation folder.

Install WinPcap

After you install the Ethernet ComProbe, you must install WinPcap. The Ethernet ComProbe will
not work without WinPcap installed. If you have WinPcap already installed, you must verify that it
is version 4.1.1 or newer.

1. Select Install WinPcap from the [NetDecoder or Ethertest] Setup folder.

i T Optionsl Components "I

) Capture File Viewer ™ ConfiquranctiveTrack
) Froctine NetDecoder | =] End User License Agresment

| -] Qusck-seart Guide | =] Hoss ko install the FTS Serial Driver
£ Transwit Data [ Instal WinPcap
I 2 LPT Port Scanner

Figure 3 - Install WinPcap

The Welcome dialog appears.

s
U) . WinPcap 4.1.1 Installer
4/ 1T ch Welcome to the WinPeap 4.1,1 Instalistion Wizard
-
This product s brought to you
pr ght to you by =
TECHNOLOGIES
=
EGn|

Figure 4 - WinPcap Welcome

1. Select Next to continue.
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=151 x|
Welcome to the WinPcap 4.1.1
Setup Wizard

This Wizard will guide you through the entire WirPcap
installstion,

For mare information or suppart, please visik the WinPcap
Frarmes page.

g v winpeap org

<tack [ hemt> cancel |

Figure 5

2. Select Next to continue.

The License Agreement dialog appears.

el E
lU . Licenze Agreement
¥ ln caP Please review the beerss tenms before instaling WinPosp 4.1.1,

Press Page Down to see the rest of the agresment.

- First Wizard Dialog

opryright (o) 19979 - 2005 NebGroup, Poltecrico di Toeino (Ikaly). 3
opyright (c) 2005 - 2005 CACE Technologies, [uvis (Calforras).

rights resarved.

wdistribution and use in source and binary fonms, wikh or without modification, are
iktbed provided that the following conditions are met:

1. Fedestribitions of source code must rebain the above copyright notics, thes kst of
onditions and the Following disclaimer,

2., Redkstributions in binary Form must reproduce the above copyright notice, thes kst of
orditions and the follovang disclaimar in the document sticn andjlor ather materials _::J

If you accepk the termns of the agreement, cick | Agree to continue. You must accept the

agreemant bo irskall WinPcap 4.1.1,

< Back TAges cancel |

Figure 6

3. Selectagree to continue.

The Installation Options dialog appears.

05-April-10
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(€ Wrpcop il setup 1%
U. | Installation options
ln m Plaags review the following ophions befors instaling WinPcap
4.1.1

¥ futomatically start the WinPcap driver st boot time

Sysbem Information

Operating system detacted on regstry: Windows XP - xB6
True operating system (kernel di): Windows 3P - xB5
npptools, dil present on the system:  trus

restnm, inf present on the system:  trus

nimnt.sys prasant on the sysbem: e

<Back | st | canesl |

Figure 7 - Installation Options

4. Make sure that the Automatically start the WinPcap driver at boot time is selected.

5. Select Install.

The installation continues.

=k

k{) - Installing
lﬂ caP Flease wait while WinPcap 4. 1.1 is being installed.

Qutput Folder: CHMWINDOWS\system3z

|

| riullsoft Instal System w2 45

= Back | Mexk = Cance]

Figure 8- Installation

6. When the installation is done, select Finish to close the dialog and complete the process.
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Completing the WinPcap 4.1.1
Setup Wizard

WinPcap 4.1.1 has been instaled on your compater.

Click Finish bo chose thes wizard,

|_poen |

Figure 9 - Installation Complete

Ethernet ComProbe Driver Installation (NetDecoder or Ethertest already
installed)

When first connecting the Ethernet ComProbe to your PC, you will be directed to install the
required Frontline interface driver.

1. Connect the USB cable into the back of the Ethernet ComProbe.
2. Connect the other end to a USB port on the computer with NetDecoder installed.

The Found New Hardware Wizard dialogue box appears which may ask you if you want to connect
to Windows Update to search for software.

Found New Hardware Wizard

Welcorme 1o the Found New
Hardware Wizard
‘windows vall search for cument and updsted soffware by

kooking on your computes. on the haidware installsbon CD, o on
Eha Vofinadowes Lpdste Wieb sie [wath poul pannet st
Head =T} mrtatvpdr.'l"

Can Windows connect 1o Windows Update to ssarch for
solbvnae 7

' Yes, this e ony
ez, now and envaly e | cornecl & devse

& M, rict thes me

Chck: Mest o contirae

| e | (o]

Figure 10 Install Wizard Welcome
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3. Choose No, not this time and click Next.

Found New Hardware Wizard

Thez vaizand bedps pou nstall solbwane for
AXE31TE

§ '] I your hardwase came with an installation C
i or Hoppy disk, insert it now.

What do pou wani the wizaed to do?

& Irestal the solteare automaticaly [Fecommendad)
T Irustal from & kit of specific lestion [Advanced)

Click: Mt bo continue

< Back Mext » Cancel |

Figure 11 Found New Hardware Wizard Dialog

4. Choose Install from a list or specific location and click Next.

Now you have to locate the Ethernet ComProbe driver.

Pleaze choote your search and installation oplisnz.

1% Search for the best divves in these localions

Usa the ehsck bouss below 1o lmet of expand the dedsul sessch, which nchedes local
piaths and removabls media. The bast divver found il be irstaled.

[T Search ismowable media (loppy. CO-ROM.._)
[ Inchude this lacation in the search

IE \Program Files\Fiontine Test System I\ rontine Blj Browese |

" Don't search. | will choose the divver to instal

Chaoosa thiz oplion ho select the device ditver rom a kst Windows does not guaranbes that
the drver you choose vall be the best match for pour handveare.

<Bock | st Cancel

Figure 12- Browse

5. Make sure the Include this location in the search checkbox is selected, then click the Browse
button.

6. Locate the directory where you installed NetDecoder (the default is C:\Program
Files\ Frontline Test System II\ Frontline NetDecoder [version #]\ Drivers\Ethernet ComProbe)
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orommerorroder 2%

Sabart the Folder that contains drivers for your hardearns,

® ) Docudesk =]
& ) FieZia FTP Chenk
5 (53 Fronking Test System 11
= (3 Frontine NetDecoder 9.11.3.0 J
I3 App Data
B 1) Asynchronous Driver Support
B i) Drivers
= |3 Ethemnet ComProbe

I Wista J2bit

To wiew any subfoldars, chck a plus sign abave.

Figure 13 - Directory Structure

7. Select the directory among Vista 32bit, Vista 64bit, WinXP 32bit, or WinXP64bit and click
OK.

8. Click the Next button to finish the installation.

Found Mew Hardware Wizard

Pleaze choose pour search and installation oplions.

¥ Sparch for the best driver in these locaion:.

Lize the check bowes below to imit o expand the defeull search, which includes local
pathe and remereable meda. The best direet found vall be installed.

I™ Seaich remevable mada (loppy. CO-ROM...)
¥ Inchude this location in the sesch:

[C\Program Fies\Frortine Teat System INFrortine N =]

" Don't seach. | will choose the driver bo install

Choose this aption be sebsct the device difver from a L windows doas not guarantes that
the: driver yous choose wall be the best match for pour hadwarne.

cBock | MNea> | Conce |

Figure 14 Select File Location Dialog
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9. Ifyou get a dialog box like the one below, don’t worry—click Continue Anyway.

Hesrdweare Installstion

:! The: moftesane Jou a0 mzkaling |or thin hardeae:

Frenine e Enuoment LSS ComProbe 4

haa Mm
‘m w}d". lettrg lo vqul wmlnﬂﬂy

immedialely of in iho Miciopolt sl
iecommends thal pou stop tkes satallation new
conlact the loa sedimase thal has
pazand Winidows

Figure 15 Hardware Installation

Your computer will now install the Ethernet ComProbe driver from the directory you selected.

Pleaze wait while the wizasd installs the software. .

E ASDE A1 78 LISBZ0 to Gigabit Ethermet Adapber

L4 -
2B 78 1
To CAWINDOWS syatem3ADRIVERS

< B et [ e I

Figure 16 Installation Continuing

You'll get a dialog box saying that the installation is finished.
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Fosund Mew Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has hinished instaling the software for
ﬂ ASE AX881T3 USB210 to Gigabit Ethwarst Adapber

Chek: Firsith lo ehoss the wizand

Figure 17 Installation Complete

10. Click the Finish button to close the wizard.

The installation of the Ethernet ComProbe driver is now complete.

Configure Ethernet ComProbe

After you install the driver for the Ethernet ComProbe, you have to configure the IP address and
Subnet Mask for the Ethernet ComProbe.
1. Select Network Connections from the Control Panel.
= —F e - -

Cigke and Time Displary Folder Option:s Fanks e Irterret
Cortrobars Oipkices

& O O BEN L %

Eeyboard Mal Micasse Hekwork Phone and  Power Opli

Figure 18- Network Connections

2. Right click on the Local Area Connection (LAC) for the Ethernet ComProbe and select
Properties.

05-April-10 9 300-DOC-ET-001
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LAN or High-Speed ¥emﬂ

ok 1354 Connection LAN or High-Speed Internet Connected 1554 Net Adapber

sk Local Ares Corfeschion LA o High-Speed Inkernet Conrmcbed Broadoom MNetidreme ST Gigabit Controller

BN ool firea Connectiopie satnetsobomeped Tnbemet Limbedor no connectivity  ASDX ANES TEIUSEZ,0 bo Gigabt Ethernet Adapter
Status
Repar
e Connections
Create Shartout
[odote
Rename

Figure 19- LAC Properties
The LAC Properties dialog appears.
21

Geneidl | Advanced |
Connech uting:
I‘ ASEEAHEE178 LISB210 bo Gigabi Et

This connection uses the lolowing Rems:

Allowrs poun compuber ko access resouices on 4 Micioolt ‘
network.

I™ Show ion in notification sies when connected
¥ Noty me when this connection hat briled of no conmactnily

ok | Concel |

Figure 20 - Properties Dialog
3. Scroll down and select Internet Protocol (TCP/IP).
4. Select Properties.
This connection uses the folowing Rems:

File and Printer Sharng for Microsodt Metwerks =]
Do Packel Scheculsr

Figure 21 - Select Properties

The Properties dialog appears.

05-April-10 10 300-DOC-ET-001
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Internet Protocol { TCP/TP) Properties : g |
General | Akemate Corfiguration |
‘Yo can gat (P satlings asagned sutomatically I pour netwodk supports
thiz capabality. Dihensise, pou need 1o stk youe netwod acmineztrator for
the appropnate IP tettings.

% Obtsin an IP addhess sulomaticaly

" Use the following IP adeess:
" Oblain DNS server addiess sutomatically
% Lse the folowng DNS server addresser

Prefesied DNS server J
| ARemate DNS server

[ox ] _coen |

Figure 22 - Properties Dialog

5. Select the Use the following IP address radio button.

™ Obtan an P address sutomaticaly
% Ligw the followrg [P addess:

IP addess:
S ubnet masl:
| Defau guteway: ]

Figure 23 - IP Address

6. Enter 192.168.0.1 for the IP address.

7. Enter 255.0.0.0 in the Subnet mask.

8. Select OK to close the Properties dialog.

9. Select OK again to close the LAC Properties dialog and complete the process.

Note: The IP address and Subnet mask entered here are NOT visible on the network. This
address and the Ethernet ComProbe itself is visible only to the applications running on the
analysis PC.

05-April-10 11 300-DOC-ET-001
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Win 7 Installation

The procedure for installing the Ethernet ComProbe driver is different for Win7 than it is for XP.
Follow the steps below.

1. Plug the ComProbe into a USB port. The Found New Hardware Wizard dialogue box appears,

then disappears.
l M 1nstalling device driver software * X
Click here for status.

Then a message similar to this one appears/disappears indicating that the driver software has not
been installed.

;& Device driver software was not successfully installed * X
=¥ Click here for details.

When the dialog disappears,
2. Go to the Control Panel and open the Device Manager.

File Action View Help

=2 2@ BE

& Computer Management [Local | « g FTE-PC Actions.
4 [f} Systern Toels i Batteries M
(T) Task Scheduler 118 Cornputer Lo 2
[l Event Viewer - Dick drives Mare Actions 4
5| Shared Falders & Display sdapters
& Local Users and Groups ey IVD/CD-ROM drives
(R Perdormance g IDE ATA/ATARI controliess
i Device Manager = Keyboards
3 Storage P Mice and other pointing devices
&f Disk Management 1\ Modems
5y Services and Applications K Monitors

& Network adspters
s Other devices
[ AEs1TE
Ly PC1 Data Acquisition and Signal Processing Contrnlles
U Unkenown device
Uy Unknown device
7] PCMCLA adapters
B Processons
i Bl 5D host adapters
= Security Devices
% Sound, video and game controllers
B System devices
i~ § Universal Serial Bus controlless

Figure 24 - Device Manager

3. Right click on AX88178 under Other Devices and select Update Driver Software.

05-April-10 12 300-DOC-ET-001
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& Computer Management (Local
# | System Tools
. () Task Scheduler
(& Event Viewer
. il Shared Folders
B Local Users and Groups
& [ Performance
&5 Device Manager
» % Storage
&= Disk Mansgement
b Fa Services and Applications

a2 FTE-PC
~ b Batteries
. {8 Computer
+ g Disk drives
M Display adapters
o g DVDYCD-ROM drives
o g IDE ATASATAPT controdlers
o M Mice and other painting devices
= 4] Modems
. & Moniters

= ﬁ Metwork adapters
- [fy Other devices

i pc[[:li m ller
) l.lnkn-; Disabie
il In Unkmy Unintall
| 3 POMCLA |
: % Pro-:!sso:l Sq.lfwhudn\.!chlngﬁ
= Bl SO host & Propertics
- Secuwﬂ
+ % Sound, video and game controliers
. {M Systern devices

.- @ Universal Serial Bus controllers

L[ F——

Launches the Update Driver Softwane Wizard for the selected device

Figure 25- Update Driver Software

The next step is to choose the driver location.

4. Select Browse my computer for driver software.
iE |

Moy dho youu want to search for driver software?

# Search automatically for updated driver softwane
Windzwt mil s h e compne and B et o Ve Lete) dimor cllaas
fo1 por devae. wnbets puu ve deabied e fesfure m powr device milslishon
R

# Browse my computer for driver softwane
Lecate sk imutall e wcftears rmanually

| Concel |

Figure 26 - Browse my computer for driver software
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- —

K3 - Update Drwer Sottware - Axasi s
e )

i

Browse for driver software on your computer

Search for divver software in this boceton
Ci Users FTE\ Do - Browse..

| Imchude subfolders

% Let me pick from a list of device drivers on my computer
This izt will show installed dreser software compatible with the device, and sll drives
saftwane in the same category &3 the device.

Lttt || Cancel |

===

Figure 27- Update Driver Software

Now you have to drill down to find the folder that contains the driver. The driver is located at:
Program Files[X86]\ Frontline Test System I\ Frontline [Application Name and #]\ Drivers\Ethernet

ComProbe\ Vista 64bit

Browez= Far Foldar ﬂ

Select the folder that contans drvers for your hardwans,

. asynchronous drives support -
. Documents
d Dirivers
4 | Ethesnet ComProbe
Vista 32bit
Wista 6dbit
. WinkP 32hbit
L WinkP Gdbit
Senal ComProbes

I

Folder:  Ethemet ComPrabe

(o ][ cmne

Figure 28 - Browse for Folder

6. Select the Ethernet ComProbe folder.

7. Select OK

05-April-10
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The Browse for driver software on your computer dialog reappears.

r T

L I :pmm AXEELTE

AL

Browse for driver software on your computer

Search fof drives soltware in this lecation:

LA UsershF T E\Documenis)

¥ Include subfolders

2 Let me pick from a list of device drivers on my computer

This list wall show installed drver software compatible with the device, and all driver
software in the same category as the device.

[ tet [ Conce |

Figure 29 - Browse for driver software on your computer

8. Select Next.

Once the driver starts to load,

' —

——

.
() Ll Updatet re - AXEEITE

Installing driver software..

ke

-

Figure 30 - Software Loading - Win7
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you may get a Windows Security warning.

@ Windows Security @

@] Windows can't verify the publisher of this driver software

< Don'tinstall this driver software

ou should check your manufacturer's website for updated driver software
for your device,

2 Install this driver software anyway
Only install driver software obtained from your manufacturer's website or

dizc, Unsigned seftware from other sources may harm your computer or steal
informaticn,

(w) See details

Figure 31- Windows Security Warning

9. You can ignore this warning by selecting Install this driver software anyway.

Your computer will now install the ComProbe driver from the directory you selected; you will get a
dialog box saying that the installation is finished.

2 ===

Wl B Update Driver Software - AS[K AXBE1TE USB2.0 to Gigabit Ethernet Adapter

Windows has successfully updated your driver software
Windows has finsshed |n':ta!I|ng the drrver software for thas dewvice:

L‘. ASDX AXER1TE USB20 te Gigabit Ethernet Adapter

| {lnse_l

Figure 32 - Installation Complete

10. Click the Close button to close the wizard.

When you close this dialog you will see that the correct driver is displayed in the Device Manager
under Network adapters.
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Fde Action View Help.
#lilt DO HEE & %S5

* Computer Management {Local|| « i FTE-PC
4 [f} System Tools g Batteries
I Task Scheduler B Computer
i [B] Event Viewer e Diske drives
b g Shared Folders .- Be Display adapters
P .ﬁ Local Users and Groups B -ﬂ DVD/CO-ROM drives
i () Performance g IDE ATA/ATAP] controliers
i Device Manasger &= Keyboards
+ 3 Cioisge - M Mice end othes peinting deviees
= Disk Management 4] Modems
P E: Services and Applications 3 i Monrtors

a ¥ Metwork adapters

&) ASDX AXBALTE USE2.) to Gigabit Ethemet Adapter
&F Ented(Fl) Wirelezs WiFi Link 4085406
| &F Marveldl Yukon S3EB0GS PCI-E Gigabit Ethemet Controller
4 - ¥ Other devices
U PO Data Acguisition and Segnal Processing Contreller

R e

05-April-10

Figure 33 - Device Manager
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Initial Software Startup

The installation of your FTS product creates a folder on your desktop.

Using NetDecoder software with the Ethernet ComProbe

The installation of your FTS product creates a folder on your desktop.
1. Open the desktop folder and double-click the shortcut labeled Frontline NetDecoder.

2. FTS displays the Choose Protocol to Analyze dialog that contains a list of the available
protocols.

3. Expand the folder “Ethernet Analyzer” and select “Ethernet”.

Choose Protocol to Analyze.... g|
{77 Bristal Babcack Usze MetDecaoder to capture and analyze generic Ethernet traffic. You
7 Coolink may uze any of these options to capture data:
(23 Controller Area Network (CAN) 1. Use your PC's Ethernet NIC card.
(27 Distributed Network Protocal [DNP3)
=27 Ethernet Analyzer 2. Use the Ethernet ComProbe [connects to your PC via USE].
o Ethermet

[ Generic Asynchronous Serial Protocols

[ Generic Synchronous Serial Protocols

[ Intemnational Electrotechnical Commission [EC)
[ Modbus

{77 0DWA [ContralMet, DeviceMet, EtherMet/IF]
[ PROFINET

(17 Rockwel Allen Bradley

[rata Capture Method

() Ethernet Card

Select "Run'' to analyze Ethernet via Ethernet ComProbe:

Run ][ Cancel ] [ Help ] [ Create Shortcut when Fun

Figure 34 - Choose Protocol to Analyze

4. Inthe Data Capture Method selection pane below the list window, select the “Ethernet
ComProbe” option.

5. Check the Create Shortcut When Run checkbox if you like and click the Run button (if you
choose to create a shortcut, the system creates one and places it in the desktop folder).

Alternatively, you can access the Choose Protocol to Analyze dialog from your Windows operating
system by clicking Start | Programs [NetDecoder [version#] |Frontline NetDecoder. Then select the
protocol from the displayed list. Consult the online Help for additional information on choosing
protocols.

You can view the Ethernet ComProbe configuration information in the Hardware Settings dialog by
choosing Options | Hardware Settings from the Control window.
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You can set Capture Filters in the I/0 Settings dialog by choosing Options | I/0 Settings from the
Control window.

Using Ethertest software with the Ethernet ComProbe

The installation of your FTS product creates a folder on your desktop.

1. Open the desktop folder and double-click the shortcut labeled Ethertest with Ethernet
ComProbe.

Alternatively, you can access the Ethertest with Ethernet ComProbe short cut from your Windows
operating system by clicking Start | Programs [Ethertest [version#] | Ethertest with Ethernet
ComProbe.

You can view the Ethernet ComProbe configuration information in the Hardware Settings dialog by
choosing Options | Hardware Settings from the Control window.

You can set Capture Filters in the 1/0 Settings dialog by choosing Options | I/0 Settings from the
Control window.

That's all you need to do. You are now ready to begin capturing data.
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Technical Support

Technical support is available in several ways. The online help system provides answers to many
user related questions. Frontline’s website has documentation on common problems, as well as
software upgrades and utilities to use with our products.

Web: http://www.fte.com, click Support
Email: tech_support@fte.com

If you need to talk to a technical support representative, support is available between 9am and
5pm, U.S. Eastern time, Monday through Friday. Technical support is not available on U.S. national
holidays.

Phone: +1 (434) 984-4500
Fax:  +1(434) 984-4505
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