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INSTRUCTIONS CONTAINED IN THIS QUICK START GUIDE
This Quick Start Guide contains software and hardware installation instructions along with information
for hardware setup for serial and Ethernet data capture. The NetDecoder software captures:
e Serial data via the RS-232 ComProbe Il and the RS-422/485 ComProbe.
e Ethernet data through the analysis PC’s NIC card or Frontline’s Ethernet ComProbe network tap.
e CC-Link data via the CC-Link ComProbe

The NetDecoder analyzer also supports other industrial buses including ControlNet, DeviceNet and Data
Highway Plus. If your bus is any one of these, then please refer to their respective Setup Guide. All
documentation is found in the ‘Desktop = Frontline NetDecoder [version] = Documentation’ folder.

The software for all modes of data capture is identical in many respects so there is just one set of
instructions on how to use the NetDecoder software.
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MINIMUM SYSTEM REQUIREMENTS

e PC with Windows XP (Service Pack 2 or higher, 32-bit only), or Windows 7 (32-bit or 64-bit)
e Intel Core 2 Duo 2.2 GHz Processor or Higher

e RAM Requirements: 1GB minimum, 2GB recommended

e 50 MB free Hard Disk Space

e One USB 2.0 Port
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INTRODUCTION

Welcome to Frontline’s NetDecoder™ software protocol analyzer. The design of NetDecoder allows you
to conduct data analysis of protocols using your personal computer. The user interface is easy to use
without training, but we recommend you watch the videos available on the NetDecoder CD or on
Frontline’s web site at www.fte.com. You should also read the online Help to take maximum advantage
of all the features.

We designed the online Help System with complete explanations and easy to use systematic
instructions. Access the online Help by choosing Help Topics from the Help menu, or by pressing the F1
key on any window.

To access the PDF version of this Quick Start Guide from your Windows operating system, click Start |
Programs | NetDecoder [version#] | Quick Start Guide

01-May-2012
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INSTALLATION INSTRUCTIONS

Software Installation

You must have an RS-232 ComProbe, RS-422/485 ComProbe or CC-Link ComProbe to install the
NetDecoder software.

1. Install one the ComProbes following the instructions below.
2. Keep the ComProbe plugged in to the PC and run the installer.
3. You will see the following options:

#% MetDecoder, 12.4.14.0 Installation

Please select the tvpe of product ko install,
@tive Product
() File Wigwer
() Demonstration
Inskall ] [ Zancel ] [ Help

Figure 1 - NetDecoder installer options

4. Select ‘Live Product’ and follow the installation wizard to complete your NetDecoder software
installation.

Installing the Serial ComProbes

These instructions apply to Frontline’s RS-232 ComProbe Il, RS-422/485 ComProbe and the CC-Link
ComProbe. For your convenience, Frontline has made the Drivers required for installing these
ComProbes available at multiple locations. You can find them on any one of these locations:

1. Onthe NetDecoder CD you received from Frontline

2. On the Frontline website at: http://www.fte.com/support/drivers.aspx.

3. At ‘C:\Program Files\Frontline Test System lI\Frontline NetDecoder [version]\Drivers\Serial
ComProbes’, if you already have a version of the NetDecoder software installed on your PC.

When first connecting the ComProbe to your PC you will be directed to install the required Frontline
interface driver.

1. Connect the USB cable into the back of the RS-232 ComProbe II. The RS-422/485 ComProbe and
the CC-Link ComProbe have a built in USB cable.

2. Connect the ComProbe to a USB port on the computer.
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The Found New Hardware Wizard dialogue box appears which may ask you if you want to connect to

Windows Update to search for software.

Found Mew Hardware Wizard

Welcome to the Found New

Hardware Wizard

Windows vl ssasch lof cunend and mdued[%dlmeby
konking on WO computed, on the hardviase instalation CD, oo on

the Windows Update 'Wieb site [with wour pesmission]
[ )

Can ‘Windows connech 1o Windows: L pdate lo ssasch lo
software?

" Yas, thiz ime only
1 s, now and eveny ime | connect a device
" Mo, not thes time

Click Nesdt Lo contirme

| | [ Concel |

Figure 2 - Install Wizard Welcome

3. Choose No, not this time and click Next.

Found Hew Hardwae w'hzmd

This wizard hedps you install softwars for:
R5-232 ConPiobe Il

"]‘ If pour hardware came with an nstallation CD
e on loppy dizk, inzerl it now.

“wihat do pou want the vazaid to da?

& Irtal the software sutomaticaly (Fecommended)
™ Install from a kzt or specifc location [Advanced)

Chick Hext o continue

< Back Next > Cancel |

Figure 3 - Found New Hardware Wizard Dialog

4. Choose Install from a list or specific location and click Next.

Now you have to locate the RS-232 ComProbe Il driver.

01-May-2012 3
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ourd New Hardware Wizard

Pleaze chooze pour search and installation oplisns.

* Search for the best dimves in these locations.

Use Ihed«adnbwmsbehnluﬁrloremrd the dedauk sesch, which inchades local
path and removabls media. The best diver found will be imstaled.

™ Seasch iemovable media [fopey. CO-AOM...)
¥ Inchade this location in the search:

[C-\Program Files\Fionline Test Syster I\Frontine FT =] Eiowse |

T Don't search. | will choose the ditves to instal

Chooze thiz oplion bo select the devica diver foen a kst Windows does not guarantes that
the diter pou choose vall be the best match forn pour hardveae.

< Back MNewt > Cancel

Figure 4 - Browse

5. Click the Browse button.

Browse For Folder

Select the Fobder that contains drivers for your handeare,

3
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K E

i Cvberlink
) deche
() Droscusdask.
i) Frontlne Test System ||
= | Froniine NetDecods 9 217.0
* 3 App Daa
#+ 1) Asynchionous Dimoes Suppont
= I Drivers
= | Sarial ComProbes

) At
% s

i+

Figure 5 - Directory Structure

6. Locate the directory where you installed NetDecoder (the default is C:\Program Files\Frontline
Test System II\Frontline NetDecoder [version #]\Drivers\Serial ComProbes). If you have the
drivers on the CD or if you have downloaded them to a different location on your PC, point the

wizard to that location.

7. Select the appropriate directory and click OK.

01-May-2012 4
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j Found Mew Haidwars Wizaid
Pleaze chooze your search and installation oplions.

| & Saarch bor the best dives in these locations:

s the check bones bedow io it or expand the dedauk sesich, which includes local
pathe and removable media The bed dinver fourd wil be instaled.

™ Sessch ismovable media (Roppy, CO-ROM...)
¥ Inchade this location in the search
|C-\P|¢¢am Files\Fiontine Test Spstem [1\Frontine FTEl Browse I
" Dot seacch. | will choose the: divves o instal

Chooss thiz option Lo select the devica diver from a Bst Windows doss not guarantes that
e chirver pou chiocss wall be the best match fos pour handveae.

< Back Hed > Cancel |

Figure 6 - Select File Location Dialog
8. Click the Next button to finish the installation.

9. If you get a dialog box like the one below, don’t worry—click Continue Anyway.

:E The: moftesane Jou a0 mzkaling |or thin hardeae:

Fromine Tes Enuores USH Gombrobe 4

Windows
::rﬂ wﬁ" Lo beatireg o vesily e n:mﬂhl,

Conftimary pour natallation of thiz zollwars may pas
ﬂhﬂﬂﬂﬂh eoned apedation of pous spslem
withai immedialely of in the future. Bicrosolt st

Figure 7 - Hardware Installation

Your computer will now install the ComProbe driver from the directory you selected; you'll get a dialog
box saying that the installation is finished.
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Found Hew Hardware Wizard

Completing the Found New
Hardware Wizard

The wazard has finished nstaling the softearns for
0 Frontine R5-232 ComProbe ||

Chck Frash fo close the wazaid

[ ]

Figure 8 - Installation Complete

10. Click the Finish button to close the wizard.

Your computer will remember this USB application. The next time you insert the RS-232 ComProbe Il (or
other ComProbe), your PC will automatically find the appropriate interface driver.

Ethernet ComProbe Driver Installation

When first connecting the Ethernet ComProbe to your PC, you will be directed to install the required
Frontline interface driver.

1. Connect the Ethernet ComProbe to a USB port on the computer with NetDecoder installed.

The Found New Hardware Wizard dialogue box appears which may ask you if you want to connect to
Windows Update to search for software.

Found New Hardware Wizard

Welcome 1o the Found New
% Hardware Wizard
~= Windows wall seanch for curment and updated software by

ook on pour computer, on the hardware instalstion (D, o on
e \firedoves Update Web sie [vath poul paniiedeon]

Fead our prreacy pobcy

Can \Windows conmect 1o Windows Update bo search lor
solbwie 7

O e, this b only

' Yes, now and vy time | connect 4 device
s M, rict thes me

Chck Mest o contirae,

| e | o]

Figure 9 - Install Wizard Welcome
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2. Choose No, not this time and click Next.

Tres vazand hedps pou nstall solbware for
AXE31TE

L ':l I your hardwase came with an ingtallation CD
e o Hoppy disk, intert il now.

‘What do pou want the wizad to da?

& lrastal the software sutomaticaly [Recoemmendsd)
1 Imztal from & kst o speciic lestion [Advanced)

Click M bo continue

< Back Mewd > Cancel |

Figure 10 - Found New Hardware Wizard Dialog

3. Choose Install from a list or specific location and click Next.

Now you have to locate the Ethernet ComProbe driver.

Pleaze choote your search and installation oplisnz.

1% Seach for the best divves in thess localions

Use the check bouss below to limit or expand the dedsul search, which includes local
path and remnovable media. The best difver fourd will be iretaled.

I Search removable media [loppy. CO-AOM.._ |
[ Inchade this location in the seasch

| C:\Progiam Files'Fromdine Test System I1\Frontine I = | Brovese |

" Dot search. | wall chooss the divves b inslal

Choosa this ophion (o select the device ditver rom a kst Windows does not guarantes that
the drver you choose wall be the best match for pour handveae.

<Bock | Mest> Cancel

Figure 11 - Browse
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4. Make sure the Include this location in the search checkbox is selected, then click the Browse

button.

5. Locate the directory where you installed NetDecoder (the default is C:\Program Files\Frontline
Test System II\Frontline NetDecoder [version #]\Drivers\Ethernet ComProbe)

01-May-2012 7
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Sabart the folder that contains drivers for your hardwarns,

® ) Docudesk -]
& ) Fie2ila FTP Chent
= |2 Fronthne Test System I
= [ Frontine NetDecoder 9,11.2.0 | |
B0 App Daky
B [ Auynchronous Driver Support
B I Drivers
E 1D Ethernet ComiProbe
) Viska 3Zbit
_] Wista sqb-t

To view arry subfoldars, dick a phis sign above,

Figure 12 - Directory Structure
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6. Select the directory among Vista 32bit, Vista 64bit, WinXP 32bit, or WinXP64bit and click OK.

7. Click the Next button to finish the installation.

Found New Hardware Wizard

Pleaze choose your seaich and inzlallalion oplions.

(¥ Spasch for the best diver in these locations.

Use the check booes below to lmil or expand the defaull sesich, which nchudes local
paths and remcvable meda The best direes found will be instalied

™ Search remaovable meds (loppy, CO-ROM...)
¥ Inchade this locstion in the search:

[C\Progrem Fles\Frortine Test System IFrortine N v]

" Dan't seaich. | wil choose the driver to install

Choaze this option bo sabsct the device diver from a L Windows doss not guarantes that
the ditves you choose vall be the best match for wour hadwane.

<Back | Med> | Comcel

Figure 13 - Select File Location Dialog

8. If you get a dialog box like the one below, don’t worry—click Continue Anyway.

01-May-2012 8
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Hesrdweare Installstion :

:E The: moftesane Jou a0 mzkaling |or thin hardeae:

Freniine Tesi Erpueoment LS ComiProbe

Windows
::rﬂ nundw. Lo beatireg o vesily e mm:luhly

your inslallation of this zofiwaie may mpas

Continurg
of daslabahrn lhe conecl opesation of you spilem
it mmechalely

o in ik luture. Microsoll shiongly

| [FETO st

e i W

Figure 14 - Hardware Installation
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Your computer will now install the Ethernet ComProbe driver from the directory you selected.

Found New Hardware Wizard

Pleaze wait while the wizand installs the softwane...

m ASDX AMBEN T8 USBZ0 to Gigabit Ethesmet Adapber

! -
2831 7Bayp
To CAWINDOWS syatem3ZADRIVERS

| e |

Figure 15 - Installation Continuing

You’ll get a dialog box saying that the installation is finished.

01-May-2012 9
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Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finished ingtaling the software for
-ﬂ S AXEE1 T8 UISB20 o Gigabit Etherrsst Adapter

Chck Firth lo closs the wizand

Figure 16 - Installation Complete

9. Click the Finish button to close the wizard.
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10. Since the Ethernet ComProbe installs as a NIC card on your PC with a new MAC address, we

recommend that you restart the PC for the ComProbe to work correctly.

The installation of the NetDecoder software and the Ethernet ComProbe driver are now complete.

Configure Ethernet Comprobe

After you install WinPcap, you have to configure the IP address and Subnet Mask for the Ethernet

ComProbe.

1. Select Network Connections from the Control Panel.

- i i - - i
Cigke and Time Displary Folder Option:s Fanks e Irterret
Controlars Opkiors

= @ DEEN L %

Eeyboard Mal Micasse Hekwork Phone and  Power Opli

Figure 17 - Network Connections

2. Right click on the LAC for the Ethernet ComProbe and select Properties.

01-May-2012 10
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LAN ar High-Speed l¥emtl

<L 1354 Connection
stk Liocal Ares Corfection

—

Disabls

LAN oo High-Speed Internet Connected
L o High-Spead Intermst Connected

1354 Net Adapter
Brosdoom Netidrems ST Gigabit Controler

a=beedTntenet  Limkedor no connectiviy  ASDY ANES1TBUSEZ.D to Gigabk Ethernet Adapber

Figure 18 - LAC Properties

The LAC Properties dialog appears.

-4 Local Area Connection 3 Properties

Geneidl | Advanced |
Connech uting:
I- ASBLAMEETTBUSB20t Gigstt Bt [ Configue . |

This cannection uses the following kems:

« Description
Allowrs poun compuber ko access resouices on 4 Micioolt ‘
istwork.

™ Show izon in notification ares when connected
¥ Noty me when this connection hat briled of no conmactnily

ok | Concel |

fed

Figure 19 - Properties Dialog

3. Scroll down and select Internet Protocol (TCP/IP).

4. Select Properties.

The Properties dialog appears.

01-May-2012

This conrection uses the lollowing bems:

i BIFie and Printer Sharing for Microscil Netwedks =l
o8 Packel Schechder
[TCPAF]

ket Proloco

Figure 20 - Select Properties
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214
General | Akemate Corfiguration |

ou can gat [P alings assmgnad sulomatically if your netwerk: suppolts

thiz capabality. Dithensize, pou need to axk your netwod admingstrator for
the approprse IP settings.

% Obtain an IP addhess sulomaticaly
17 Uge the following P sdckess:

" Dblain DNG seever addiess subomatically
% Lge the foliowing DMS server addrestes

Predesied DNS server
ARemate DNS server
_Advaced. |
o | canen |

Figure 21 - Properties Dialog

5. Select the Use the following IP address radio button.

™ Obtan an P address sutomaticaly
% Ligw the followrg [P addess:

IP address:
Subnet mazh:
Drefaul gatewsy.

6. Enter 192.168.0.1 for the IP address.
7. Enter 255.0.0.0 in the Subnet mask.
8. Select OK to close the Properties dialog.

9. Select OK again to close the LAC Properties dialog and complete the process.

Windows 7 Installation

The procedure for installing the ComProbe driver is different for Windows 7 than it is for XP. Follow the
steps below.

1. Plugthe ComProbe into a USB port. The Found New Hardware Wizard dialogue box appears,

then disappears.
l ;IJ Installing device driver software % *
Click here for status.

Then a message similar to this one appears/disappears indicating that the driver software has not been
installed.

01-May-2012 12 300-DOC-IN-000-024



*|'L Device driver software was not successfully installed * *

Y Click here for details.

When the dialog disappears,

2. Go to the Control Panel and open the Device Manager.

File Action

ks A4

View Help

I 21 HE

| BB

A& Computer Management (Local
4 [[’j System Tools
> @ Task Scheduler
> @ Event Viewer
> | Shared Folders
» ¥ Local Users and Groups
> @) Performance
=5 Device Manager
4 23 Storage
=F Disk Management
> T4 Services and Applications

] 1 |

4= rdseven

>-@ Batteries

;--g Bluetooth Radios
M Computer

- Disk drives

A Display adapters

I—L;.l DVD/CD-ROM drives

g IDE ATA/ATAPI controllers

2 Keyboards

--ﬂ Mice and other pointing devices
u;] Modems

| Monitors

L Network adapters

5 Other devices

! PCI Data Acquisition and Signal Processing Controller
|y RS-232 ComProbe II

Unknown device

Unknown device

E7] PCMCIA adapters |
D Processors

E1l SD host adapters

-[1® Security Devices

> -% Sound, video and game controllers
b M System devices

b - i Universal Serial Bus controllers

e [ T T D

Figure 22 - Device Manager
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3. Rightclick on RS-232 ComProbe Il under Other Devices and select Update Driver Software.

01-May-2012
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;é'. C

File

@

Action  View Help

B2 -

A

| 2o

A Computer Management (Local
4 m System Tools
> @ Task Scheduler
> 2] Event Viewer
» a| Shared Folders

4 :Eﬂ rdseven
> 3 Batteries
;--8 Bluetooth Radios
> 1M Computer
> =g Disk drives

> ¥ Local Users and Groups
> (R Performance

B Display adapters
- DVD/CD-ROM drives
‘g IDE ATASATAPI controllers

= Device Manager

4 23 Storage s 22 Keyboards
= Disk Managerment b --ﬂ Mice and other pointing devices
> 4 Services and Applications o 5] Madems
b Manitors

l‘-f Metwork adapters
Other devices
|l PCIData Acquisition and Signal Processing Controller

H

I R5-23
e Unkn Update Driver Software... I
Dizable f

7 Unkn
b ] PCMCIA
b 2 Processo
» I 5D host a
b 2 Security [
b -% Sound, vi
b System devices

Uninstall
Scan for hardware changes

Properties
-

< 1 |

Figure 23 - Update Driver Software

The next step is to choose the driver location.

4. Select Browse my computer for driver software.

=)

for) l Update Driver Software - R5-232 ComProbe I

How do you want to search for driver software?

= Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

= Browse my computer for driver software
Locate and install driver software manually.

Figure 24 - Browse my computer for driver software

5. On the next dialog, select the Browse button.
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S

@ Il Update Driver Software - R5-232 ComProbe Il

Browse for driver software on your computer

Search for driver software in this location:

zm I\Frontline Serialtest Async 10.2.18,0\Drivers\Serial ComProbes iR

[¥] Include subfolders

= Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device,

Figure 25 - Update Driver Software

Now you have to drill down to find the folder that contains the driver. The driver is located at:
C:\Program Files[X86]\Frontline Test System lI\Frontline [Application Name and #]\Drivers\Serial
ComProbes

T '
Browse For Folder w

Select the folder that contains drivers for your hardware.

4 | Frontline Serialtest Async10.3.00 =
> App Data
> asynchronous driver support
. Documents

4 | Drivers

o

4| . Serial ComProbes
_ amdod
. 1386
» W Executables

Folder: Serial ComProbes

K ] ’ Cancel

Figure 26 - Browse for Folder

6. Select the Serial ComProbes folder.

7. Select OK

The Browse for driver software on your computer dialog reappears.
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.
@ Il Update Driver Software - R5-232 ComProbe Il

Browse for driver software on your computer

Search for driver software in this location:

em IN\Frontline Senaltest Async 10.2.19.0\Drivers\Serial ComProbesjied

[¥]Include subfalders

= Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device,

Figure 27 - Browse for driver software on your computer

8. Select Next.

Once the driver starts to load,
- .

u | Update Driver Software - RS-232 ComProbe I

Installing driver software...

| —

Figure 28 - Software Loading — Windows 7

you may get a Windows Security warning.

01-May-2012 16 300-DOC-IN-000-024



@ Windows Security @

@] Windows can't verify the publisher of this driver software

< Don'tinstall this driver software

You should check your manufacturer's website for updated driver software
for your device.

< Install this driver software anyway
Only install driver software obtained frem your manufacturer's website or

disc. Unsigned software from other sources may harm your computer or steal
informaticn.

(v) See details

Figure 29 - Windows Security Warning
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9. You can ignore this warning by selecting Install this driver software anyway.

Your computer will now install the ComProbe driver from the directory you selected; you will get a
dialog box saying that the installation is finished.

-

W I Update Driver Software - Frontline R5-232 ComProbe I

Windows has successfully updated your driver software

Windows has finished installing the driver software for this device:

6 Frontline RS-232 ComProbe II

Close

Figure 30 - Installation Complete

10. Click the Close button to close the wizard.
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When you close this dialog you will see that the correct driver is displayed in the Device Manager under
Frontline Test Equipment ComProbes.

;é-. Computer Management
File Action View Help

«= 2B BE

LR Y

A Computer Management (Local
4 [[’j System Tools
> @ Task Scheduler
> @ Event Viewer
> | Shared Folders
> i Local Users and Groups
> @ Performance
=4 Device Manager
4 |25 Storage
=1 Disk Management
> T Services and Applications

01-May-2012

4 g rdseven
B 3 Batteries
>--9 Bluetooth Radios
> M Computer
> =g Disk drives
> - Display adapters
> oib DVD/CD-ROM drives
Frontline Test Equipment ComProbe:
¢ /) Frontline R5-232 ComProbe I h
> g IDE ATASATAPI controllers
s -2 Keyboards
> --B Mice and other pointing devices

T Mademe

Figure 31 - Device Manager

18

Actions
Device Manager -
More Actions 4
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Initial Startup and Hardware Installation

The software installation creates a folder on your desktop.

1.
2.

Open the desktop folder and double-click the shortcut labeled Frontline NetDecoder.

NetDecoder displays the Choose Protocol to Analyze dialog that contains a list of the available
protocols.

Select the desired protocol

Select a capture method from the Data Capture Method selection pane below the list window (if
necessary).

Check the Create Shortcut When Run checkbox if you like and click the Run button (if you choose
to create a shortcut, the system creates one and places it in the desktop folder).

Alternatively, you can access the Choose Protocol to Analyze dialog from your Windows operating
system by clicking Start | Programs | NetDecoder [version#] | Frontline NetDecoder. Then select the
protocol from the displayed list. Consult the online Help for additional information on choosing
protocols.

The first time you run the program, the Hardware Settings window appears. You can find instructions for
the different types of Hardware Settings windows: Ethernet and serial, in the following sections.

You can change any of the hardware settings, at anytime, by choosing Options | Hardware Settings from
the Control window.

Ethernet Hardware Setup

The NetDecoder software will work with any Ethernet card with an NDIS driver. Some cards do not pass
all frames through the card, so the amount of data captured may not represent all the data on the
Ethernet segment.

Please refer to the card documentation for instructions on installing your Ethernet card.

1.

2.
3.

Open the Hardware Settings window. This window comes up automatically the first time you
run NetDecoder, or you can choose Hardware Settings from the Options menu on the Control
window to access it at any time.

In the "Use this Network Adapter" list, select which Ethernet card to use.

Click OK.

Some protocols have additional setup requirements. Please read the online Help for information or refer
to the protocol specific Setup Guides found in the desktop folder in the Documentation sub-folder.

That's all you need to do. You are now ready to begin capturing data. Skip to the section on "Using
NetDecoder - The Tour".
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Asynchronous Serial Hardware Setup

RS-232 ComProbe Il Setup
The NetDecoder analyzer captures asynchronous RS-232 data using the RS-232 ComProbe Il. This
ComProbe is Thumb Drive sized device that plugs in to the PC’s USB port.

Frontline's ComProbes are passive devices. Some serial analyzers receive data from one side of the
circuit under test and retransmit it to the other side. The RS-232 ComProbe Il does not work that way.
The ComProbe is a passive observer of the communications between the Devices-under-Test.

To assist customers in tapping into Async RS-232 bus configurations, Frontline provide customers with a
lot of flexibility to address different monitoring situations. The RS-232 ComProbe Il can be used directly
in-line, or connected via a combination of a provided Y-cable and/or the 6 foot RS-232 extension cable.
Some monitoring situations may require a pair of 25-pin to 9-pin adapters. All the required accessories
are included in the product.

The monitoring connection options are displayed below.

Monitoring Connection Option 1 — RS-232 ComProbe Il Only

Device A Device B

RS-232 . ComProbe I

Manitaring
PC _UsB Cable

Figure 32 — RS-232 ComProbe Il Only

Monitoring Connection Option 2 — RS-232 ComProbe Il with Y-Cable

Device A Dewica B

| RS-232 I

ComProbe Il |

N

Manitoring
PC USB Cable

Figure 33 — RS-232 ComProbe Il with Y-Cable
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Monitoring Connection Option 3 — RS-232 ComProbe Il with Y-Cable and Extension

Dovice A Device B
Y¥-Cable ___,,1 I»._RR_ -I|
AS-232 H— e —
'—7 I 1= 6" Extension
i RS-232 Cable
ComPrabe 1| III
q P
— \ 9-pin and 25-pin adapters included
Monitoring
PC USB Cable _/j

Figure 34 — RS-232 ComProbe Il with Y-Cable and Extension
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USING NETDECODER - THE TOUR

The first window that opens up when you launch the software is the Control window. The Control
window is the small rectangular window at the top, and the NetDecoder software is organized around
this window. From the Control window, you control data capture and have access to the other windows

used to view data.

How to Capture Data

The NetDecoder software can capture data to a single file or a series of files. Data capture can be
initiated from the Control window, the Event Display or Frame Display, though you do not need any
window other than the Control window open to capture data.

e To capture to a file, click the Start Capture icon @ .

e To stop capture to disk, click the Stop icon = . Stopping capture means no new data will be
added to the capture file until capture is resumed by clicking the Start Capture icon.

4
e To clear capture, click the Clear icon ==.

If you select Clear after selecting Stop, a dialog appears asking whether you want to save
the data.

e You can click Save File and enter a file name when prompted .
e If you choose Do Not Save, all data will be cleared.

¢ If you choose Cancel, the dialog closes with no changes.

If you select the Clear icon while a capture is occurring:

e The capture stops.
e A dialog appears asking if you want to save the capture

e You can select Yes and save the capture or select No and close the dialog. In
either case, the existing capture file is cleared and a new capture file is started.

o If you choose Cancel, the dialog closes with no changes.

If the file becomes full, data capture will begin to wrap, which means the oldest data will be overwritten
by new data. You can tell how full the file is by checking the bar graphic next to Capture Status on the
status bar of the Control window. If you do not want the file to wrap, choose System Settings from the
Options menu on the Control window and uncheck the "Wrap File" box.
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Looking At Data Bytes
Event Display

Click the Event Display icon ﬁ on the Control window toolbar to open the Event Display. The Event
Display window is the main view of byte-level data.

How Data Is Displayed

Data is displayed in hex on the left and ASCII on the right. You can restrict the display to only show Hex
or ASCII using the buttons at the top of the window. The Event Display can also display data in decimal,
binary, EBCDIC, and other character and number formats. Choose the format you would like from the
Data menu, or right-click on the Hex/ASCII labels in the headers and select a different format.

Click on a byte in the display. The three status lines at the bottom of the window will update to show a
variety of information about the byte, including its value in different radixes and any errors associated
with the byte. Use the mouse to select several bytes. The status lines change to show the data rate
over the range of the selection, the delta time between the first and the last bytes in the selection, and

the CRC. To change the algorithm used to calculate the CRC, click the CRC icon ‘/
Bytes with errors are shown in red. Click on the byte to see what the error is.

The NetDecoder software displays data other than bytes in the Event Display. Control signal changes
are indicated with an up-and-down arrow. Flags are used as start-of-frame and end-of-frame markers.
These special symbols in conjunction with the data bytes are called events.

Scrolling versus Static View
By default, the Event Display scrolls as data is captured so that it always shows the latest data. To

prevent the Event Display from scrolling, click the Lock icon '%. Click the Lock icon again to resume
scrolling.

Looking At Frames
Frame Display

Click the Frame Display icon EZI on the Control window toolbar to open the Frame Display. This display
allows you to have bit level visibility on your protocol.
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Panes

The Frame Display is divided into panes, where each pane shows a different view of the data. The
Summary pane stretches across the top of the display. Each line in the Summary Pane represents one
frame/message. The Decode pane contains a detailed decode of the frame selected in the Summary
pane, and is located on the left side of the Frame Display window. The three smaller panes on the
bottom right of the Frame Display show the logical data in hex, binary and ASCII. Select any field in the
Decode pane and the corresponding bit(s) or byte(s) will be selected in the logical data panes.

Frame Errors
A frame number in red indicates an error in the frame. Select the frame, and look at the top of the
Decode pane to determine the type of error.

Scrolling versus Static View

Click the Lock icon '% to have the Summary pane scroll to always show the latest frames captured.
Click the Lock icon again to stop the Summary pane from scrolling.

Protocol Tabs
The frame display has a series of Protocol Tabs that allow you to filter on a specific protocol quickly and
easily. For more advanced filtering option please consult the online Help.

Common Features

Display Synchronization

The system synchronizes the display in the Frame Display with the Event Display. Select a frame in the
Frame Display and the other windows automatically update to highlight the bytes in the selected frame.
Select a byte in the Event Display and the Frame Display updates to show the frame containing the byte.

Duplicate Displays

The Duplicate icon ﬁ@ creates a second window of the same type, identical to the first. The advantage of
additional Displays is that you can look at two different groups of data at the same time. For example,
you can look at the start of an interaction in one Frame Display and the end of that same interaction in
the other and compare the two.

Filtering

Filtering can be accomplished from the Frame Display. Regardless of where the filter is applied, it affects
the data in both. In the Frame Display, the system creates a tab that displays the filter name.

The quickest and easiest method for filtering data is to hover your cursor over the desired information in
the summary display or the decode pane on the Frame Display and select from the right click popup
menu.
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Bookmarks

Bookmarks let you mark frames of interest so they can be easily found later. Bookmarked frames
appear with a magenta triangle icon next to them except in the Event Display where they appear as a
dashed line around the start of frame marker. You can navigate between bookmarks using the Find
feature or by pressing F2 to go to the next bookmark. To make a new bookmark, right-click on the
frame and choose Add Bookmark from the menu.

Searching
You can search for strings or patterns in your data or in the frame decode, for errors, control signal

changes, bookmarks, special events, and time. Click the Find icon to open the Find window. Click the
Help button for more information on the different types of searches.

Statistics

Click the Statistics icon H] on the Control window toolbar to open the Statistics window.
The Statistics window provides a statistical overview of all the data on the circuit.

There are three tabs on the Statistics window: Session, Resettable and Capture File. The Session tab
shows statistics from the time the NetDecoder analyzer was started. The Resettable tab can be reset to
show statistics from the time the Reset icon was last pressed. The Capture File tab shows statistics on
the data in the capture file. If data capture has not been started or if the file has wrapped, most of the
statistics on the Capture File tab will be n/a.

Some tables on the Statistics window can display data in graphic form. Click the Graph icon £| on any
header that has one for a chart of that table.

Network View

e

Click the Network icon on the Control window toolbar for Ethernet related protocol decoders in
the NetDecoder analyzer to open the Network window.

The NetDecoder software’s Ethernet Network View enables you to see statistics on specific nodes
including communications traffic details and node information for active nodes on the monitored side of
the switch. Selectable views enable you to see Packets Transmitted and Received, Bytes Transmitted
and Received, IP Addresses, MAC Addresses and more. When the cursor is placed on a particular node,
a window opens up with additional node information. User friendly names can also be assigned to each
node.
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Node Statistics

The NetDecoder software’s Ethernet Network View enables you to see statistics on specific nodes
including communications traffic details and node information for active nodes on the monitored side of
the switch.

Individual Active Node Information

Packets Transmitted and Received
Bytes Transmitted and Received
DNS Names

Nodes In and Out

Utilization Information

Broadcast Information

IP Address and MAC Address
Named MAC Address

NetBios Name

Assigned User Friendly Names for each Node

Dashboard View

The NetDecoder software’s Dashboard View enables you to see the dynamics of what is occurring on
your Ethernet communications network.

An overview of the top talkers, protocol statistics, network utilization along with network alarms for the
section of the network you are monitoring are displayed. NetDecoder is a passive monitor and does not
contribute to network loading.

Dashboard Activity View Features

Network Utilization Meter with Background Color Alert

10 Minute and 60 Minute Histogram of Network Utilization

Graph Specific Activity can be Tied Back to Packet Decode Details

Network Meter for Bad Packets with Background Color Alert

Top Talker Meter with Background Color Alert

Top Ten IP/MAC Addresses Contributing to Network Traffic

10 Minute Histogram of Top Five IP/MAC Address Activity

Distribution of TCP or UDP Application Related COM Protocols

Network Alarms for Unauthorized IP Addresses and User Defined Protocol Alarm Levels
Email Notification Option for Alarms

Display Options for 10MB, 100MB, and 1GB Network Speed

Protocols: Ethernet, Ethernet/IP, ModBus/TCP, DNP3/Ethernet, CC-Link over Ethernet, and
PROFINET
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Monitoring Control Signals

(DeviceNet and Serial Analysis Only)

The Breakout Box monitors control signals in real-time. The Signal Display is an overview of all signal
changes in the capture buffer.

Breakout Box

Click the Breakout Box icon a on the Control window toolbar to open the Breakout Box window.

The Breakout Box monitors the six main control signals on an RS-232 circuit. It displays a count of how
many times each signal has changed since the Breakout Box was opened, and shows the state of the
signal using green and red symbols and line charts.

Signal Display

Click the Signal Display icon on the Control window toolbar to open the Signal Display.

'I_'_h(_e__SignaI Display shows the state of the control signals in the capture file over time. With the Snap To

_lgl-“ feature on, click on any control signal line and the control will jump to the nearest signal change.
The Signal Display is synchronized with the Event Display. Click on any signal change in the Signal
Display and the corresponding event will be automatically selected in the Event Display.

Click the Find icon to search for signal changes. If you are capturing data, you can update the Signal

&

Display by clicking the New Snapshot icon .

EXITING NETDECODER

To exit NetDecoder, go to the File menu on the Control window, and choose Exit NetDecoder, or close
the Control window using the X icon in the top right corner of the title bar.
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TECHNICAL SUPPORT

Technical support is available in several ways. The online help system provides answers to many user
related questions. Frontline’s website has documentation on common problems, as well as software
upgrades and utilities to use with our products.

Web: http://www.fte.com, click Support

Email: tech support@fte.com

If you need to talk to a technical support representative, support is available between 9am and 5pm,
U.S. Eastern time, Monday through Friday. Technical support is not available on U.S. national holidays.

Phone: +1 (434) 984-4500
Fax:  +1(434)984-4505

Copyright © 2000-2008 Frontline Test Equipment, Inc. All rights reserved. You may not reproduce,
transmit, or store on magnetic media any part of this publication in any way without prior written
authorization of Frontline Test Equipment, Inc.

FTS, Frontline and Frontline Test System are registered trademarks of Frontline Test Equipment, Inc.
Frontline and NetDecoder are trademarks of Frontline Test Equipment, Inc. All other trademarks and
registered trademarks are property of their respective owners.
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